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Abstract: 

The idea aims at Kernel compilation of Linux Kernel Ubuntu v4.9, its integration and implementation of this system is done using 

various inbuilt security tools providing network security. ‘Caramel Kernel’- is built by configuring the Linux Kernel with the help of 

configuration tools, its compilation and which supports a strong inbuilt security system. Implementation and addition of the security 

features in Caramel Kernel is done using various cryptographic algorithms. It also facilitates the user to access the system by using a 

local account or a Gmail account. The Gmail account login feature in this system enables the synchronization of the user’s account. 
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I. INTRODUCTION  

 

Linux, an open source operating system is the most widely used 

operating system. ‘Linux’ refers to Linux kernel which is an 

Open Source System that makes it programming code readily 

available to the users so that they can freely use it and modify it 

according to their own purpose thereby developing and 

ameliorating the existing features of the operating system 

pertinent to the need of the users. Linux Kernel is used on a 

broader level because of its ability to provide wide range of 

options and increased security to its users.  Caramel Kernel is a 

project on Ubuntu distribution of Linux kernel. It is developed 

by the configuration and customization of Linux Kernel Ubuntu 

v4.9. The system is developed by downloading the free source 

code and its modification to achieve a set of features which are 

not currently available in the existing operating system of Linux 

Kernel. 

 

The features that are available in CARAMEL KERNEL are: 

 

● Authentication of Gmail login system to sync the data 

using LDAP (Lightweight Directory Access Protocol) 

server configured in Linux OS and GCDS (Google 

cloud directory Services).  

● Implementation of the Port Security for Access control 

measures. 

● Security levels can be defined using the iptables of 

LDAP which will feature the functions of firewall 

ASA. 

 

II. PROPOSED SYSTEM 

 

The latest kernel encompassing cryptographic tools such as 

AES, hashing tools such as SHA is not included and also the 

port security, ACLs and login through Gmail account has not 

been developed all together. The existing Linux kernel 2.4 

facilitates the features of ISA Play and Plug, universal serial bus 

and PC card. Ext3 file systems, Inter Mezzo, Logical Volume 

Manager (LVM) version 1, Bluetooth and RAID support. The 

PA-RISC processor is also supported. Local Filesystems 

includes block device that is being used for making a filesystem 

out of it and partitioning. These filesystems support the new 

page caching system. Drivers for multi-port serial cards is also 

present. Our proposed system as seen in Figure 1 consists of an 

LDAP server and an LDAP Client along with the Google Cloud 

Directory Services(GCDS) acting as a database.  

 The LDAP client lies on the Operating System. 

 The Operating system comprises of shell, hardware and 

the kernel. 

 The LDAP server also lies on the same machine. 

 The Client performs query operations on the LDAP 

server. 

 The LDAP server which is connected to the GCDS 

retrieves the data from the database by reading 

information and answering the queries as requested 

from the LDAP Client. 

Figure 2 shows the flowchart of the user(Client side) with 

respect to Gmail Login System of the proposed model. 

 

 
Figure. 1. Proposed System 

 

III. FEATURES OF CARAMEL KERNEL  

The kernel compilation and the configuration enables to build a 

strong security system. All the kernel modules designing is done 
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to make the system platform independent and robust. Secondly 

the system will provide the user with easy access to their system 

to sync with the Gmail Account. 

 

1. Gmail Login System: 

The Gmail Login System feature will enable the user to 

synchronize their local account with the Gmail Account 

as soon as it logins into the system. 

2. Encryption: 

The Linux kernel will be encrypted using cryptographic 

algorithm based on an asymmetric key based algorithm. 

This helps in providing the privacy to the user and 

improves the security of      the user while 

communicating. 

3. ACLs for port security 

4. SHA for hashing and random password generator 

in C for generating default password. 

 

System Features includes the following: 

 

1. Reliability: 

As it deals with encryption, reliability is the main factor 

to be used. 

2. Availability:  

The system will require internet connection. The user 

can simply log out and restart it in case of some 

problem. 

3. Security: 

The user will not be able to make any changes in the 

files. Tracking of all actions performed will be 

available in the directories. 

4. Maintainability:  

The system is easy to maintain as it has no special 

needs. 

5. Portability:  

The system is completely portable as 0% code is host 

dependent. 

6. Configurability: 

Permit easy personalization, configuration and 

reconfiguration of   settings. It enhances a sense of 

control and also encourages an active role in 

understanding. 

 

IV. SOFTWARE REQUIRED 

 

A compiled system which includes: 

 

• Software- 1gb ram, Pentium III or higher 

• Open LDAP 

 

V. METHODOLOGY 

 

The kernel is a program that constitutes the central core of a 

computer operating system. It has complete control over 

everything that occurs in the system. The kernel performs its 

tasks, such as executing processes and handling interrupts, 

in kernel space. Kernel space can be accessed by user processes 

through the use of system calls. The kernel provides basic 

services for all other parts of the operating system, typically 

including memory management, process management, file 

management and I/O (input/output) management. 

Contents of Kernel: 

 

1. A scheduler- which determines how the various 

processes share the kernel's processing time including 

in what order. 

2. A supervisor- which grants use of the computer to each 

process when it is scheduled. 

3. There is an  interrupt handler which handles all requests 

from the various hardware devices (such as disk drives 

and the keyboard) that compete for the kernel's 

services. 

4. A memory manager- which allocates the 

system's address spaces (i.e., locations in memory) 

among all users of the kernel's services. 

 

Kernel Compilation Steps: 

 

1 Preliminary Note 

2 Install Required Packages for Kernel Compilation 

3 Download the Kernel Sources 

4 Apply Patches to The Kernel Sources (Optional) 

 

 
Figure.2.LDAP Server and LDAP Client configuration 

steps: 

 

 
 

 
Figure.3.Main screen of  phpldapauth server 



 

International Journal of Engineering Science and Computing, May 2017         11451                                                                         http://ijesc.org/ 

 
Figure.4.Creating ldap clients  

 

 
Figure.5.Creating groups of clients  

 

GCDS: 

 

How GCDS works:  

 

 Data is exported in a list from your LDAP server or 

Active Directory. You set up rules to specify how this 

list is generated. 

 

 GCDS compares these lists and updates your Google 

domain to match the data. 

 

 When the synchronization is complete, a report is 

emailed to any addresses that you specify. 

 

Key benefits of GCDS: 

 

 Makes sure that your Google domain data matches that 

of your Active Directory or LDAP server. 

 

 Gives you the leniency to configure rules for custom 

mapping of users, groups, nonemployee contacts, user 

profiles, aliases, calendar resources, and exceptions. 

 

 Features a one-way synchronization.  

 

 Runs as a utility in your server environment. No access 

to your LDAP directory server data outside your 

perimeter. 

 

 Also includes extensive tests and simulations to ensure 

correct synchronization. 

 

 Includes all necessary features and configs in the 

installation package. 

 

 Ensures Security. 

 

VI. PROTOTYPE 

 

 
Figure.6. User (Client Side Flowchart) 

 

VII. CONCLUSION AND FUTURE SCOPE 

 

Thus, we have tried to implement kernel compilation and we are 

also trying to make a raspberry pi robot that will hack the wifi 

passwords using kernel batches of linux.  

  

VIII. REFERENCES 

 

[1]. https://opensource.com/resources/what-open-source 

 

[2]. https://kniggit.net/wonderful-world-linux/wonderful-world-

linux-2-4/ 


